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Why is ISA Express needed?

Organizations’ dependency on computers and networks has increased significantly over the years.
Vulnerability to information security compromises is quickly becoming a critical concern in today’s
information intensive organizations. ISA Express takes a microscopic look at an organization’s entire security
posture.

ISA Express is a detailed systematic methodology for examining security vulnerabilities for organizations.
Often overlooked are the processes, procedures, documentation and informal activities that directly impact an
organization’s complete security posture. Technical security measures focus only on the technology in place.
At best these measures are usually quickly outdated, not comprehensive and lack important critical
components.

ISA Express optional packages utilize proven National Security Agency (NSA) Information Assurance
Methodologies (IAM). Each IS4 Express package includes recommendations to protect against any existing
or future outside threats from compromising technologies, business information or operations.

Security

Additional ISA Express benefits include:

e  Compliancy with federal, state and local government regulations.

e  Support for industry specific programs such as HIPAA, Gramm-Leach Bliley, FERPA, Patriot Act
(terrorism), Sarbanes-Oxley Act (2002) and international efforts support for European Union (EU)
and government (INFOSEC).

e  Identification and inventory of critical business systems assets.

e  Assistance in establishing a baseline security measurement.

e  Establishment of a layered approach to protect against security intrusions from hackers, viruses,
accidental or purposeful breaches of security, terrorism and corporate espionage.

e  Establishment of policies and procedures for security planning.

e  Evaluations and recommendations for anti-virus systems to counter viruses, worms, Trojan horse
and logic bombs.

e  An independent, objective third party review of current security practices. Verification that existing
defenses are intact and provide appropriate protection.

e  Validation for internal information security expense and resource requests.
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